Abstract-Chebyshev polynomials based public key cryptosystem (CPPKC), proposed by L. Kocarev in 2003, has emerged as a new research field in cryptography and attracted a lot of attentions in recent years. Although provable security in traditional public key cryptosystem has already been developed about twenty years, no relevant security proof research has been found about CPPKC. Aiming at the disability of CPPKC to resist against the adaptive chosen ciphertext attack, we construct a provably secure CPPKC, namely PS-CPPKC, which is designed utilizing the benefits of hash function and its security proof is completed under the Cheybshev Diffie-Hellman problem (CDHP) assumption by probabilistic analyses and computation in random oracle model. This is our primary exploration and it shows that provable security theory can combine well with CPPKC.
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I. INTRODUCTION
In 1976, the publication of the paper "New directions in cryptography" by Diffie and Hellman [1] opened the new exploration filed of public key cryptosystem. Since then, numerous public key algorithms have been proposed utilizing the one way trapdoor function. The most widely used traditional public key cryptosystems include RSA, Elgamal cryptosytem and elliptic curve cryptosystem. Besides, there are also knapsack based public key cryptosystem [2] , lattice based public key cryptosystem [3] , algebraic coding based public key cryptography [4] and so on. In this paper, we will focus on a kind of chaos based public key cryptosystem, which is constructed by Chebyshev polynomials [5] , [6] .
Security is the basic principle of designing public key cryptosystem. Previous work mainly relies on the analyses of cryptanalyst to guarantee the security of cryptosystem, which is recurrence of analysesimprovement process. But this method is not complete and reliable. With the further research, formal security proof is quite necessary. The proof can be accomplished Corresponding author email: zhenping1989@126.com.
by the reduction of public key cryptosystem security to the mathematical hard problem security. If the security of cryptosystem can be reduced to the mathematical hard problem without any other assumption, then the cryptosystem is called provably secure in standard model [7] . But security proof in standard model is very difficult. So random oracle, usually regarded as ideal hash function, is introduced to prove the security [8] . In this situation, provably secure public key cryptosystem is called secure in random oracle model. Even if provably secure cryptosystem cannot guarantee the security completely in random oracle model, it is still a widely accepted method to measure the security of public key cryptosystem. Since Rackoff and Simon [9] introduced the notion called indistinguishability under adaptive chosen ciphertext attack (IND-CCA2), which is equivalent to non-malleability [10] , IND-CCA2 security has become a standard security goal for public key encryption. In 1994, Bellare and Rogaway proposed the Optimal Asymmetric Encryption Padding (OAEP) scheme [8] , which was proved to provide semantic security against adaptive chosen-ciphertext attack in the random oracle model. [13] proposed in the random oracle model.
Chebyshev polynomials based public key cryptosystem (CPPKC), as a kind of chaos based cryptography, , [6] , [14] - [17] key of CPPKC can guarantee the security even for small integer, so there is no need to look for very large numbers; for the Chebyshev chaotic maps, x and () r Tx are independent random variables, which also enhance the security. As far as we know, there is no relevant research about security proof of CPPKC. Since CPPKC is not secure against IND-CCA2, our main contribution is to construct provably secure CPPKC, called PS-CPPKC, which is the primary exploration to combine CPPKC with security proof theory. Our scheme, constructed by hash function, is provably secure under the Cheybshev DiffieHellman problem (CDHP) in random oracle model. We will present the detailed proof procedure in this paper. This paper is organized as follows. Section II introduces the preliminaries about CPPKC, relevant mathematical hard problem about CPPKC and the definition of IND-CCA2. Then the constructed PS-attracted a lot of attentions in recent years [5] . Compared to traditional cryptosystem, the private Then many provably secure schemes [11] have been CPPKC, with explicit security proof, is described in Section III. Brief implementation of the PS-CPPKC is given in Section IV. Then the last section presents the conclusions.
II. PRELIMINARIES

A. Chebyshev Polynomial
Definition 1 (Chebyshev polynomial [5] ). Let nZ
, the Chebyshev polynomial of order n ,
, is defined as algebraic expression:
Its equivalent recurrence definition is:
where 0 ( ) 1 Tx and 1 () T x x  . The Chebyshev polynomials exhibit the following important properties: the semi-group property and the chaotic property.
The semi-group property
where r and s are positive integer numbers and The semi-group property is very useful to construct public key cryptosystem [5] . (4)) and improved the public key cryptosystem [6] , as shown in the . In this paper, we construct a secure scheme based on CPPKC and prove its security in rand oracle model.
B. Mathematical Hard Problem
This part introduces some basic mathematical hard problems about Chebyshev polynomials. They are not only the basic intractable problems to construct public key cryptosystem, but also the key points to prove the security.
Definition 2. Chebyshev discrete logarithm problem (CDLP): given the element ( , ) xy, it is computationally infeasible to find the integer s , such that () Tx . The two problems are both conjectured to be hard and can be used as assumptions to prove the security of CPPKC. There are obvious polynomial-time reductions from CDHP to CDLP, but the reductions in the reverse direction are unknown. Moreover, CDHP assumption is stronger than CDLP.
C. Security Against IND-CCA2
According to Rackoff and Simon's definition [9] , security against IND-CCA2 is defined via a game played between the adversary and simulator. The game consists of two stages: find stage and guess stage. In the find stage, the adversary makes arbitrary decryption query from the simulator, decrypting the ciphertext of his choice. Next in the guess stage, the adversary chooses two messages 12 ( , ) mm , and sends them to the simulator. The simulator randomly chooses a bit {0, 1} b  , and returns the ciphertext c of b m to the adversary. After receiving the ciphertext c , the adversary can continue to ask for decryption query with the restriction that the query ciphertext c is different from c . In the end, adversary outputs {0, 1} b  , as the guess value of b . The adversary's advantage is defined as follows:
where Pr[ ] bb   denotes the probability of bb   . The public key cryptosystem is said to be secure against IND-CCA2 if the advantage  of any-polynomial time adversary is negligible.
III. T PS-CPPKC
A. Description of PS-CPPKC
As mentioned above, the CPPCK is not secure against IND-CCA2 attack. To enhance its security, we make use of the one-way hash function to construct the provably secure CPPKC, as shown in Table II , and will prove its security in random oracle. 
B. Security Proof in Random Oracle Model
In this section, we prove the security PS-CPPKC referring to the method in [8] , [19] . We show that it is secure against IND-CCA2 in random oracle model. Namely, the following theorem holds.
Theorem. The PS-CPKC is indistinguishable against adaptive chosen-ciphertext attack under the CDHP assumption in random oracle model. 
The attack advantage of A can be defined as :
Awin Ee  (12) According to the law of total probability, 
Since under the CDHP assumption and in the random oracle , e and 2 k D n  are both negligible, so e is negligible. This completes the proof of the theorem.
IV. THE IMPLEMENTATION OF PS-CPPKC
In PS-CPPKC, the hash function can be instantiated by the one based on coupled chaotic map lattices [20] , which has the extreme sensitivity of chaotic system. With the properties of one-way, good confusion, diffusion and approximate uniform distribution, it can approach an ideal hash function to be the random oracle. What is more, the hash function is also flexible and efficient to satisfy the requirement of PS-CPPKC.
The computation of Chebyshev polynomials is the key point to influence the efficiency of PS-CPPKC. There are two common methods to compute them. The first one [5] utilizes the semi-group property of Cheybshev polynomials. It can reach high efficiency but with limited application. The second one [18] , making use of matrix exponentiation, is a universal method with computational complexity of () O log n . Recently, a new method [21] has also been proposed to further improve the efficiency of Chebyshev polynomials computation, which will make PS-CPPKC more practical.
V. CONCLUSIONS
In order to guarantee the security of Chebyshve polynomials based public key cryptosystem against adaptive chosen ciphertext attack, we propose a new scheme and prove their security explicitly. The constructed scheme, PS-CPPKC, relies on the random oracle, which is an effective technique to evaluate the security of CPPKC. This is the primary exploration to combine provably secure theory with CPPKC. However, provable security in random oracle may be controversial in cryptography and more investigations are still needed to construct secure and efficient cryptosystem in standard model for real applications. This will be our future research work. Provably secure digital signature and key agreement protocol based on Cheybyshev polynomials, are also very interesting topics worth further research.
